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a) Description:  

This lab included many topics such as DHCP, NAT/PAT, OSPF, STP, different VLANS, 

InterVlan routing, and many more. We worked with 4 routers, 3 as part of a WAN and one as the 

ISP connected to the edge router. We also used DHCP on a DNS server in a local area network to 

assign certain IP addresses as well as over a WAN connection.  

b) Topology:  

  

  

c) Syntax:  

Command  Description  IOS Mode  

hostname  Sets the name of the device  Global Configuration mode  

enable  Enables privilege mode  User Mode  

configure terminal  Enters Global Configuration 

mode  

Privilege Mode  

enable secret cisco  Encrypts the password used to 

access privilege mode  

Global Configuration mode  

password  Sets the password to get into 

terminal configuration mode  

Line Configuration mode  

login  Prompts the user to enter a 

password to gain access  

Line Configuration mode  



logging synchronous  Synchronizes the console line  Line Configuration mode  

int x/x  Accesses and interface  Global Configuration mode  

switchport trunk 

encapsulation dot1q  

Puts IEEE encapsulation on a 

sub interface  

Interface Configuration mode  

show ip in brief  Shows a summary of the 

device's interfaces.  

Privilege Mode  

ip config  Verifies the ip address and 

subnet mask of a host  

CMD User mode  

ping  Verify connectivity to another 

entity on the network through 

the IP address  

CMD User mode  

show vlan  Displays all vlans associated 

with the switch  

Privilege mode  

show int trunk  Displays all ports designated 

as trunks on the switch  

Privilege mode  

switchport mode access  Sets the port as an access port  Global Configuration mode  

switchport mode trunk  Sets the port as a trunk port  Global Configuration mode  

switchport access vlan  Assigns a port to a vlan  Global Configuration mode  

ip helper-address  Sete the address to forward 

DHCP requests to  

Interface Configuration mode  

ip dhcp pool  Creates a new dhcp pool  Global Configuration mode  

ip excluded-address  Excludes certain ip addresses 

from being lent out by DHCP  

Global Configuration mode  

  

d) Verification:  

Vlans  

  

IEEE Trunking  

  



STP  

  

IP address and Subnetting  

  

Clock Rates  

  



InterVLAN routing  

  

Default Static Routing  

  

OSPF  

  

Default route injection  

  

DHCP  

  

NAT/PAT  

  



VTP  

  

TASK THREE  

A) We would use Access Control Lists on the edge router (Poughkeepsie) to ensure that IP 

addresses that are not part of our network would not be able to access our network.  

B) We could use the commands “enable secret cisco” to set an encrypted password and then 

set up “password cisco” and “login” to secure our devices further. Which I did out of habit on 

half of these, I am very sorry for the inconvenience : (.  

C) The firewall would go between the edge router and the ISP. This would further protect 

our network against any outside attackers.  

D) The security is not very effective. Our most important router is also the edge router, and 

while I am not sure if that is necessarily bad it would be the first device accessed by an outside 

attacker. There are no ACLs, no firewall, and some passwords on devices, making our network 

very vulnerable.  

  

e) Conclusion:  

The lab went as planned, all hosts and switches were connected and able to ping each 

other. the network is set up, to assign ip addresses automatically via DHCP and have full DNS 

resolution. 
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